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Why are we really here today? 
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https://www.aamc.org/advocacy/campaigns_and_coalitions/fixdocshortage/ 
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http://prafulla.net/interesting-contents/world-interesting-contents/the-worlds-ageing-population-infographic/ 

http://prafulla.net/interesting-contents/world-interesting-contents/the-worlds-ageing-population-infographic/




How do we fix this problem? 
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http://intpmcomms.com/wp-content/uploads/2010/08/iStock_000011296304XSmall1.jpg 

One approach has been through the use of 

computing technologies 



…that can be found 

everywhere 

Slide 9 

http://www.theverge.com/2013/4/26/4268982/idc-q1-2013-smartphone-market-data 

http://2.bp.blogspot.com/-afr-gp6eyl 

http://www.untitledname.com/archives/upload/2005/10/bicyclist-cell-phone.jpg http://thecoolgadgets.com/ 



Cheaper and better sensors make this viable 
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Innovation leads to new ways to provide healthcare 

with limited clinician resources 



“Interoperability” is a key to success of this 

approach 

Slide 12 



Problem solved ! 

So, why are we here again ??? 



New (mis)use cases that are reasonably foreseeable 
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 How an attack works and potentially affects safety 
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http://healthitanalytics.com/news/understanding-the-growth-value-of-healthcare-big-data-analytics 

 “Big data” trends create a richer pool of targets 



Where do hackers find vulnerabilities to exploit? 

Slide 17 





• Patient safety is the most important “asset” 

• It is not an issue of just individual patients but also 

whole populations of patients 

• Product risk profiles can be very diverse making risk 

factors difficult to normalize (e.g. some medical 

products intentionally expose people to radiation) 

• Medical IoT and Telehealth are moving elements of 

the “practice of medicine” from the hospital into the 

home.   

What’s different about healthcare? 
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Where do we start when trying 

to tackle these problems? 



Apply 



PATIENT 
SAFETY 
Clinical 

Scenarios 

Interoperability 
Scenarios 

Connectable Devices  

Connectivity Solutions: 
Continua, IEEE, IHE, HL7, etc… 

Enabling Technologies: Ethernet, WiFi, 
Bluetooth, Zigbee, etc… 

Analyze 
the sociotechnical system 



How might interoperability be exploited? 

https://en.wikipedia.org/wiki/Conceptual_interoperability#/media/File:LCIM.png 



Build security In 

http://2.bp.blogspot.com/-7Hr15ZJhi34/VnPYDOITxtI/AAAAAAAAETQ/hU7uJxEQEik/s640/600px-Security_in_the_SDLC_Process.png 



Show evidence of security claims 

http://slideplayer.com/slide/678947/1/images/32/Security-specific+example+of+an+assurance+case+(moderate+threat).jpg 



Many standards and guidance documents are 
available to help meet different objectives 

Guidance Documents 

• ISO/IEC TR 

15443 

• ITU-T CYBEX 

1500 series  

• CVE / 

NVD  

• CWE 

(CWRAF/

CWSS, 

SANS 

CWE Top 

25 / 

OWASP 

Top 10) 

and 

CAPEC   

 

• ISO/IEC 27000 

series 

• ISO/IEC 15408 

• ISO/IEC DIS 

20243 /O-

TTPS 

• FISMA 

• HIPAA 

• IEC 62443 

• DTSec 

 

• IEC 80001 

• AAMI TIR 57 

• PCI 

• SANS 20 CSC  

• Cyber Essentials 

(UK) 

• US FDA Pre- and 

Post- Market 

Guidance 

• UL 2900 

 

• Top 35 mitigation 

strategies (AU) 

• NIST Cybersecurity 

Framework & SP 800-

53r4 security controls 

• DHS C3 VP & CRR 

• SAE AS5553 & 6174 

 



Example – UL 2900 

 criteria for a baseline of 

cybersecurity hygiene focused on 

repeatable reproducible testing 















Cybersecurity baseline for healthcare 
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Uses Existing Risk Management Processes 

• ISO 14971 Product-centric risk management 

• IEC 80001 Network-centric risk management 

Uses Existing QMS 

• ISO 13485 Quality management 

• ISO 27000 Security management 

Uses Existing SDLC 

• IEC 62304 Medical device life cycle processes 

• ISO 15408 Secure development lifecycle processes 

Aligned With Regulatory Processes 

• FDA Pre- and Post-Market Guidance 

• ISO 15026 Assurance Case Structure 

CAP tools 

help establish 

BOM showing 

software 

components 

from libraries 

and SOUP 

NIST CSF 

NVD CVSS, 

CWSS,  

CAPEC, etc 

Intended to help with hospital procurement processes to: 

   - reduce vulnerabilities 

   - reduce malware 

   - increase security awareness and preparedness 

Manage patches 



Building expectations in the market that all 

connectable products meet a minimum level of 

“hygiene” that continues to evolve as the 

threat landscape changes. 

Security 
Research 

• Understanding theoretical 
vulnerabilities and attack vectors 

Real World 
Threats 

• Known weaknesses, vulnerabilities, 
exploits, and attack patterns 

Standards 

• Best practices and the minimum 
requirements to meet broad market 
acceptance 
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Thank you 


